How to Scan Jira for Secrets

For more details please visit https://www.flawnter.com/documentation

Scanning Atlassian Jira for passwords and secrets

To scan lJira, from the menu select "File->Atlassian->Scan Jira". Then enter the information required.
You need API token to authenticate and scan Jira content and comments. To create API token go to
URL https://id.atlassian.com/manage-profile/security/api-tokens. Then select “Create APl token”
button. Make sure you copy the token and save it somewhere safe where you can later use it to scan
with Flawnter.

Example of the APl token page where API token was created using label name “token”:
&) 31  https://id.atlassian.com/manage-profile/security/api-tokens

A ATLASSIAN ACCOU nt Profile and visibility =~ Email  Security Privacy Account preferences Connected apps  Link preferences  Product settings

API Tokens Revoke all APl tokens

Your APl tokens need to be treated as securely as any other password. You can only create a
maximum of 25 tokens at a time.

New tokens may take up to a minute to work after they've been created.

Label Created Last accessed Action

token 6/1/2024 15 minutes ago Revoke
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7 Jira Scan >

API Version *

Product URL * https://subdomain.atlassian.net
Project ID * project name

Content Limit *

Username * testuser@youremail.com

AP| Token * ATATT3xFfGFO1875hPVuedK3Hdyd

APl Version: This is the APl version to use for the scan.

Product URL: Should be your company name in subdomain https://subdomain.atlassian.net.
Project ID: The Jira project name you want to scan.

Page Limit: Approximate number of pages to scan. Set to 0 for no limit.

Username: This is your username or email address.

APl Token: This is the APl token to authenticate to Jira.
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